
Securing Your Journey
Email Protection Plans
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The world is changing
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Global public cloud 
revenue is over last 
year

Global SaaS email users 
eclipse 

Digital transformation

Companies adopting

work-from-home

revolution
^

The State of Network Security in 2021; Barracuda; 2021

Microsoft; 2022
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Lack of security talent

Cybersecurity Workforce Study; (ISC)2; p. 25; 2021
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The expanding threat landscape

The State of Network Security in 2021; Barracuda; 2021

The State of Application Security in 2021; Barracuda; 2021

Spear Phishing: Top Threats and Trends; Barracuda; 2021
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Security solutions should be:

Protect people, network, apps, data

Easy to buy, deploy, and use
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Protect your cloud-connected organization

Protect
Protect

Protect

Protect

Users

Sites

Things
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Barracuda Trust Platform

Backup

Data Classification

Archiving

OWASP Top 10

DDoS Protection

Client-side Protection

Bot Protection

API Security

Spam, Malware, Threats

Account Takeover

Incident Response

Phishing & 

Impersonation

Security Awareness

Zero Trust Access

Network Firewalls

IoT/OT Security

Secure SD-WAN

Web Security
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A full-featured CloudGen Firewall

Barracuda 

CloudGen 

Firewalls
Optimized

connectivity with 

Secure SD-WAN

Deep integration 

with public cloud 

platforms

Flexible 

licensing 

options 

Central

Management

Advanced

Security

IIoT

ICS

Purpose-built 

for distributed 

workloads

Support of public 

cloud use cases



B
R

A
N

D
 -

C
o
n
te

n
t

Apps data and users move...
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… to the public cloud
Secure SD-WAN

“Heavy” branch:

Direct internet access

Next-generation firewall

( including IPS, SWG)

+ SD-WAN

+ Local AV

+ ATP ( cloud assist)

+ VPN  to other locs

+ Routing

+ CASB

+ DLP

+ …
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WAN evolution

Legacy WAN connectivity 

Appliance based SD-WAN

Cloud-based secure SD-WAN

SASE (Secure Access Service Edge)
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SASE Service

SASE: Also network, security and control

Secure SD-WAN

LEAN branch:

Basic firewall

SD-WAN

Optimized for cloud

Other locs. via cloud

Local AV

ATP

VPN 

Routing

CASB

DLP

HEAVY cloud:

SASE service: 

Central web management

Next-generation firewall

Inline AV

ATP

SSL inspection

ZTNA / SDP

VPN 

Routing

CASB

DLP

ZTNA
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ServerMailData Apps

Microservices

SaaS

Things: OT & ICS Things: IoT

ServerMailData Apps

Sites & Personal Access

ZTNA
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A better way: ZTNA

Securely connect 
any user from
any device…

…to any corporate
or SaaS application, regardless
where they’re hosted

Barracuda

CloudGen Access
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Access Proxy service on CGF or
CloudGen Access Proxy (standalone)
(in customer infrastructure)

CloudGen Access: how it works

CloudGen Access App
(remote devices, all operating systems, self enroll)

Applications

Resources

CloudGen Access Console 
(Web portal, SaaS)

Identity Provider
(SAML/ OpenID)

DNS intercept, redirect, encrypted mTLS
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Thank You

mailto:jjdiaz@barracuda.com

